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Prelude and Explanatory Notes 
For the purposes of this policy, the following terminology is referred to with the 
following meanings; 

• Data Subject – the person with whom the information and data is about – i.e. 
individual staff, students, etc 

• Data Controller – the organisation or persons within the organisation who has 
and processes the information – i.e. SupaJam and its administrators/Data 
Protection Officer 

• Data Protection Officer – designated member(s) of staff working for or on 
behalf of the organisation to oversee the security, policies and processes 
around managing data 

• Data processing – the means of receiving, storing and using data for its 
intended purposes 

• Consent – consent is given when an individual allows for their personal data 
to be provided to SupaJam to be processed. Consent is given when an 
individual signs enrolment, signs a contract or explicitly notifies SupaJam that 
they are happy for their data to be processed. Any person over the age of 
16 can give consent for their data to be processed. 

1. Introduction 
1.1 - SupaJam Education in Music and Media needs to keep certain information 
about its staff, students and other users to be able to complete data processing 
which will enable it to deliver its responsibilities in providing education to our 
students and employment to our staff. Such data can be used, for example, but not 
limited to, monitoring performance, achievements, measuring outcomes and health 
and safety. It is also necessary to process information so that staff can be recruited 
and paid, courses organised and legal obligations to funding bodies and the 
Government complied with. 

1.2 - To comply with the law, information must be collected and used fairly, stored 
safely and not disclosed to any other person unlawfully. To do this, SupaJam 
Education in Music and Media must comply with the Data Protection principles which 
are set out in the Data Protection Act 2018 and the new General Data Protection 
Regulations (GDPR) which came into effect in May 2018. 

1.3 - In summary, the Data Protection principles state that personal data shall: 

• be obtained and processed fairly and lawfully and shall not be processed 
unless certain conditions are met 

• be obtained for a specified and lawful purpose and shall not be processed in 
any manner incompatible with that purpose 

• be adequate, relevant and not excessive for those purposes 
• be accurate and kept up to date 
• not kept for longer than is necessary for that purpose 
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• be processed in accordance with the data subject’s rights 
• be kept safe from unauthorised access, accidental loss or destruction 
• not be transferred to a country outside the European Economic Area unless 

that country has equivalent levels of protection for personal data. SupaJam 
Education in Music and Media and all staff or others who process or use any 
personal information must ensure that they follow these principles at all times. 
This Data Protection Policy and Procedures document is intended to ensure 
that this happens. 

1.4 - In summary, there are six key principles of the new GDPR:  

1. Lawfulness, fairness and transparency. 

2. Collected for specified, explicit and legitimate purposes. 

3. Adequate, relevant and limited to what is necessary. 

4. Accurate and, where necessary, kept up to date. 

5. Kept in a form which permits identification of data subjects for no longer than 
is necessary for the purposes for which the personal data are processed. 

6. Processed in a manner that ensures appropriate security of the personal data. 

1.5 - The GDPR does not replace the Data Protection Act but enhances the 
protection. The Data Protection Act gives specific powers within the UK which GDPR 
may not do. The GDPR remains relevant to UK citizens all the while it remains part 
of the EU.  

2. Lawful basis for processing personal data 

2.1 –  Under Article 6 of the GDPR, SupaJam Education in Music & Media has the 
following lawful purposes for processing personal data of its staff and students; 

1. the data subject has given consent to the processing of his or her personal 
data for one or more specific purposes; 

2. processing is necessary for the performance of a contract to which the 
data subject is party or in order to take steps at the request of the data 
subject prior to entering into a contract; 

3. processing is necessary for compliance with a legal obligation to which the 
controller is subject; 

4. processing is necessary in order to protect the vital interests of the data 
subject or of another natural person; 

5. processing is necessary for the purposes of the legitimate interests 
pursued by the controller or by a third party, except where such interests 
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are overridden by the interests or fundamental rights and freedoms of the 
data subject which require protection of personal data, in particular where 
the data subject is a child. 

2.2 - SupaJam Education in Music & Media’s lawful basis for processing personal 
data on staff, students and other users is to ensure that it is able to fulfil its legal 
obligations with existing employment law for its employees and to be able to 
effectively link in with Local Authorities and Governmental Departments such as the 
Department for Education via the Education and Skills Funding Agency to provide 
the right support for students.  

2.2 - Students signing enrolment forms and staff accepting positions of employment 
and signing employment contracts are providing lawful basis by consenting to 
personal and sensitive data being processed and stored by SupaJam Education in 
Music & Media under point 2.1.1 of this policy. 

3. Status of the Policy 
3.1 - This policy does not form part of the formal contract of employment for staff but 
it is a condition of employment that employees will abide by the rules and policies 
made by SupaJam Education in Music and Media.  

3.2 - Any failures to follow the policy can, therefore, result in disciplinary 
proceedings. 

3.3 - Any member of staff who considers that the policy has not been followed in 
respect of personal data about themselves should raise the matter with the 
designated data controllers initially (Nick Stillwell, Dan Broad or Becca Walker). If the 
matter is not resolved, it should be raised as a formal grievance under the SupaJam 
Education in Music and Media Grievance Procedures. 

4. Notification of data held and processed 

4.1 - All staff, students and other users are entitled and have rights under the Data 
Protection Act and GDPR to: 

• the right to be informed; 

• the right of access;  

• the right to rectification; 

• the right to erasure;  

• the right to restrict processing; 

• the right to data portability; 

• the right to object; and 

• the right not to be subject to automated decision-making including profiling. 
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4.2 - SupaJam Education in Music and Media will provide all staff and students and 
other relevant users with a standard form of notification. This will state all the types 
of data SupaJam Education in Music and Media holds and processes about them 
and the reasons for which it is processed. SupaJam Education in Music and Media 
will try to do this at least once every three years. 

5. Responsibilities of staff 
5.1 - All staff are responsible for: 

• checking that any information that they provide to SupaJam Education in 
Music and Media in connection with their employment is accurate and up to 
date in line with the GDPR (accurate and up-to-date data is held); 

• informing SupaJam Education in Music and Media of any changes to 
information which they have provided i.e. change of address; 

• checking the information that SupaJam Education in Music and Media will 
send out from time to time giving details of information kept and processed 
about staff; 

• informing SupaJam Education in Music and Media of any errors or changes 
(SupaJam Education in Music and Media cannot be held responsible for any 
errors unless the staff member has informed SupaJam Education in Music 
and Media of them). 

5.2 - If and when, as part of their responsibilities, staff collect information about other 
people (i.e. about students’ course work, opinions about ability, references to other 
academic institutions or details of personal circumstances) they must comply with 
the guidelines for staff which are included on page 11 of this policy. 

6. Data Security 
6.1 - All staff are responsible for ensuring that: 

• any personal data which they hold is kept securely (personal data is defined 
as any information about a living person); 

• sensitive personal data including the data subject’s is not shared (sensitive 
data is any data which could be used in a discriminative way): 

- racial or ethnic origin 

- political opinions 

- religious or other beliefs 

- trade union membership 

- physical or medical health conditions 
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- sexual life 

- criminal offences (criminal proceedings and convictions is collected and 
held only with the Data Subject’s express consent) 

• personal information is not disclosed either orally or in writing, accidentally or 
otherwise to any unauthorised third party. This includes visual images held as 
part of the college’s CCTV security system. Staff should note that 
unauthorised disclosure would usually be a disciplinary matter and may be 
considered Gross Misconduct in some cases.  

2. - Personal paper-based information will be: 

- kept in locked filing cabinets or in locked drawers  

- kept in a locked office with restricted access 

6.3 – Designated key holders will have responsibility of the locked administrative 
areas. Those persons will be; 

- David Court or Nick Stilwell – main key holders 

- Alice Birchmore or Becca Walker (for opening procedures) 

- Steff Hallett or Dan Broad (for closing procedures) 

- Or an appropriate deputy in their absence 

6.4 – Designated key holders will have responsibility for the filing cabinet keys. The 
keys will be held by; 

- David Court or Nick Stilwell 

- Becca Walker or Alice Birchmore 

- Or an appropriate deputy in their absence 

6.5 – All data which is computerised will be password protected and a back-up copy 
kept only on disk which is itself kept securely. Access to the back-up disk will be 
limited through access by the designated key holders stipulated in point 6.4. 

6.6 – All staff will ensure that they utilise strong encryption passwords for their emails 
and Drive log-ins. Failure to use a strong password which results in a data breach 
will result in disciplinary proceedings. 

6.7 - SupaJam Education in Music & Media’s Data Protection Officers will ensure 
that there are appropriate and secure resources for staff to fulfil their obligations with 
data security. 

6.7.1 – Staff who complete work at home should use one of the college’s ICT 
resources to complete this so that all digital traces are maintained within 
college’s computers. 

6.7.2 – Where it is not possible to use college resources, staff will be able to 
use their own computers/hardware but must take all reasonable precautions 
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to safeguard the data through strong passwords, strong internet security 
protocols and safe storage of the computers. 

6.7.3 – If staff are unable to exercise reasonable precautions with data 
security at home, then they should not use their own resources. 

7. Student obligations 
7.1 - Students must ensure that all personal data provided to SupaJam Education in 
Music and Media is accurate and up to date. They must ensure that all changes of 
address etc are notified to their personal tutor and via them to SupaJam Education in 
Music and Media and any other person as appropriate. Students have the right to 
ensure that their data is accurate under the GDPR but the college will not be held 
responsible if the student fails to inform the college. All changes should be provided 
in writing. 

7.2 - Students who use the SupaJam Education in Music and Media computer 
facilities may from time to time process personal data. If they do they must notify the 
Data Protection Officers. Any student who requires further clarification about this 
should contact Nick Stillwell.  

7.3 – Students who use the college IT resources, including access to the Drive, will 
NEVER share their password with anyone. Any student found breaching this may be 
subject to disciplinary proceedings, which, depending on the severity, could result in 
removal from the programme. 

8. Rights to access information 
8.1 - Staff, students and other users at SupaJam Education in Music and Media have 
the right to access any personal data that is being kept about them either on 
computer or in manual filing systems. 

8.2 - Any person who wishes to exercise this right should complete the SupaJam 
Education in Music and Media Access to Information form as shown in Annex 2 of 
this policy and give it to one of the Data Protection Officers or their personal tutor. 

8.3 - SupaJam Education in Music and Media will not charge for any reasonable 
access requests and will provide this information electronically. SupaJam Education 
in Music and Media reserves the right to apply a small charge for any requests which 
might be deemed as being manifestly unfounded or excessive or if the data is 
specifically requested in paper copies. On these occasions, SupaJam Education in 
Music & Media will make a charge of up to £10 per request. SupaJam Education in 
Music and Media reserves the right to apply discretion of this charge and will 
consider each request individually. 

8.4 - SupaJam Education in Music and Media aims to comply with requests for 
access to personal information as quickly as possible but will ensure that it is 
provided within one month of the request unless there is good reason for delay. In 
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such cases, the reason for delay will be explained, in writing, to the data subject 
making the request. 

9. Publication of College information 
9.1 - Information that is already in the public domain is exempt from the Data 
Protection Act and GDPR. It is SupaJam Education in Music and Media’s policy to 
make public as much information as possible and, in particular, the following 
information will be available to the public for inspection: 

• names and contacts of SupaJam Education in Music and Media Directors 

• list of SupaJam Education in Music and Media staff 

• photographs of key staff 

• College external examination results (summaries only) 

9.2 - SupaJam Education in Music and Media’s internal telephone list or emailing 
addresses will not be a public document. 

9.3 - Any individual who has good reason for wishing details in these lists or 
categories to remain confidential should contact the designated data controller. 

10. Subject Consent 
10.1 - The GDPR makes clear that anyone over the age of 16 is able to give consent 
about their personal data.  

10.2 - SupaJam Education in Music and Media recognises that some individuals may 
not have the ability or understanding to be able to give consent and in cases where 
there is no Mental Capacity Assessment, SupaJam Education in Music and Media 
will liaise with the individual’s parents, carers or nominated support worker to ensure 
that the process is open, transparent and in the best interests of the individual before 
consent is gained. 

10.3 - In some cases, SupaJam Education in Music and Media can only process 
personal data with the consent of the individual. In cases where the data is sensitive, 
explicit consent must be obtained.  

10.4 - Agreement to SupaJam Education in Music and Media processing some 
specified classes of personal data will be stipulated within the student enrolment 
process and staff employment process. The GDPR provides individuals with the right 
to not have their personal data processed; however, in order for SupaJam Education 
in Music and Media to operate, some personal data must be shared with outside 
agencies such as Local Authorities and the Education and Skills Funding Agency 
and staff data must be shared with Human Resources Department to allow for them 
to be paid. If students do not consent to this data sharing, they will not be able to 
enrol at the college. If staff do not agree to this data sharing, they cannot receive 
employment. This includes information about previous criminal convictions. 
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10.5 - Some jobs or courses will bring staff and applicants for posts at the college 
and some students into contact with children including young people between the 
ages of 16 and 18 years. SupaJam Education in Music and Media has a duty under 
the Children’s Act 1989 and other enactments to ensure that they are suitable for the 
job and students for the courses offered. 

10.6 - SupaJam Education in Music and Media also has the duty of care to all staff 
and students and must therefore ensure that employees and those who use the 
SupaJam Education in Music and Media facilities do not pose a threat or danger to 
other users. 

11. Health Data required by SupaJam Education in Music 
and Media 
11.1 - SupaJam Education in Music and Media will ask for information about 
particular health needs such as allergies to particular forms of medication or foods or 
any conditions such as asthma and diabetes. SupaJam Education in Music and 
Media will only use the information in the protection of the health and safety of the 
individual, but need express consent to process this - for example, in the event of a 
medical emergency. 

11.2 - Therefore, all prospective staff and students will be asked to sign a consent 
form to process regarding particular types of information when an offer of 
employment or a course place is made. A refusal to sign such a form could result in 
any offer being withdrawn. 

12. Processing Sensitive Information 
12.1 - On occasion, it will be necessary to process information about a person’s 
health, criminal convictions, race, gender and family details. Under Article 9 of the 
GDPR, this is considered as prohibited unless there is a lawful basis to do so. 

12.2 - We may share this information to ensure that SupaJam Education in Music 
and Media is a safe place for everyone or to operate other college policies such as 
sick pay or equal opportunities policies. Because this information is considered 
sensitive and it is recognised that the processing of it may cause particular concern 
or distress to individuals, staff and students will be asked to give explicit consent for 
SupaJam Education in Music and Media to do this.  

12.3 - Offers of employment or course places may be withdrawn if individuals refuse 
to consent to compulsory sensitive information being shared without good reason, 
such as previous convictions. More information about this is available from the 
designated data controller. 

13. The Data Controller and the designated Data Protection 
Officers 
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13.1 - SupaJam Education in Music and Media as an organisation is the Data 
Controller under the Data Protection Act and GDPR and the organisation is therefore 
ultimately responsible for implementation. However, the designated Data Controller 
will deal with day to day matters. SupaJam Education in Music and Media has three 
designated Data Protection Officers – Nick Stillwell, Dan Broad & Becca Walker. 

14. Examination Marks 
14.1 - Students will be entitled to information about their examination marks for both 
course work and examinations. However, this may take longer than any other 
information to provide as, under the Data Protection Act, students are not entitled to 
view this information prior to the official publication date. The publication of 
examination results at an individual level requires the consent of the individual 
concerned. 

15. Provision of information to the Police and Courts 
15.1 - The provision of information to the Police or Courts, either orally or in writing, 
or visual forms, is ‘processing’ within the meaning of the Act. SupaJam Education in 
Music and Media will only provide information once it is satisfied that failure to do so 
would stand in the way of a criminal investigation. A request for the provision of data 
in these circumstances must be agreed by the designated Data Controller. 

16. Retention of Data and Request for Erasure 
16.1 – The GDPR stipulate that data should be retained for as long as is only 
necessary. 

16.2 - SupaJam Education in Music and Media will keep some forms of information 
for longer periods of time than others. Constraints on storage space determine that 
information about students cannot be kept indefinitely unless there are specific 
requests to do so. In general, information about students held in manual (paper) files 
will be kept for a maximum of seven years after the student has left SupaJam 
Education in Music and Media. This will include: 

• name and address 

• academic achievements including marks for course work 

• copies of any references given 

16.2 - Other information kept on computerised systems will be held for a maximum of 
ten years after the course has ended and the student has left SupaJam Education in 
Music and Media.  

16.3 - SupaJam Education in Music and Media will need to keep information about 
staff. In general, all information will be kept for seven years after a member of staff 
leaves SupaJam Education in Music and Media. Some information, however, will be 
kept for much longer; this will include information necessary in respect of pensions, 
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taxation, potential or current disputes or litigation regarding the employment and 
information required for job references. 

16.4 – Any person who studied at or was employed by SupaJam Education in Music 
& Media can request that their personal data is deleted at any time. SupaJam 
Education in Music & Media will require this in writing outlining the reasons for its 
deletion. Article 17 of the GDPR gives data subjects the right to erasure of their 
personal data so long as there is no legal obligation for SupaJam Education in Music 
and Media to retain it under Article 17(3). 

17. Conclusion 
17.1 - Compliance with the 1998 Act and General Data Protection Regulations is the 
responsibility of SupaJam Education in Music and Media. Any deliberate breach of 
the Data Protection Policy may lead to disciplinary action being taken or access to 
SupaJam Education in Music and Media facilities being withdrawn and even a 
criminal prosecution. Any questions or concerns about the interpretation or operation 
of this Policy should be taken up with the designated Data Controllers. 
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Annex 1: STAFF GUIDELINES FOR DATA 
PROTECTION 

1. All staff will process data about students on a regular basis when marking 
registers, writing reports or references or as part of a pastoral or academic 
supervisory role. SupaJam Education in Music and Media will ensure, through 
registration procedures, that all students give their consent to this sort of 
processing and are notified of the categories of processing, as required by the 
1998 Act. The information staff deal with on a day to day basis will be ‘standard’ 
and will cover categories such as: 

• general personal details such as name and address 

• details about class attendance, course work marks and grades and 
associated comments 

• notes of personal supervision including matters about behaviour and 
discipline. 

2. Information about a student’s physical or mental health, sexual life, political or 
religious views, trade union membership, ethnicity or race, is sensitive and can 
only be collected and processed with the students’ express consent. If staff need 
to record this information, they should use the college standard form (to be 
devised) e.g. recording information about dietary needs for religious or health 
reasons prior to taking students on a field trip, or that a student is pregnant. 

3. All staff have a duty to make sure that they comply with the Data Protection 
principles which are set out in the Data Protection Policy. In particular, staff must 
ensure that records are: 

• up to date 

• fair 

• kept and disposed of safely and in accordance with SupaJam Education in 
Music and Media policy 

4. SupaJam Education in Music and Media will designate staff in each area as 
‘authorised staff’. These are the only staff authorised to hold or process data that 
is: 

• not standard data, or 

• sensitive data 

The only exception to this will be if a non-authorised staff member is satisfied that 
the processing of the data is necessary and: 

• in the best interests of the student or staff member, or 
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• a third person, or 

• SupaJam Education in Music and Media 

AND 

• he or she has either informed the authorised person of this or has been 
unable to do so and processing is urgent and necessary in all the 
circumstances. This should only happen in very limited circumstances e.g. a 
student is injured and unconscious but in need of medical attention and a 
member of staff tells the hospital that the student is pregnant or a Jehovah’s 
Witness. 

  

5. Authorised staff will be responsible for ensuring that all data is kept securely. 

6. Staff must not disclose personal data to any student unless for normal or 
academic or pastoral purposes without authorisation or agreement from the Data 
Controller or in line with SupaJam Education in Music and Media policy. 

7. Staff shall not disclose personal data to any other staff member except with the 
authorisation or agreement of the designated Data Controller or in line with 
SupaJam Education in Music and Media policy. 

8. Staff should understand their responsibilities for data protection and security 
when dealing with personal data on computers or in files away from the SupaJam 
Education in Music and Media workplace or by means of log-ins to the SupaJam 
Education in Music and Media network from home or away from the SupaJam 
Education in Music and Media environment: 

• if the computer belongs to the College then it is not used by other household 
members 

• only equipment designed to be portable is taken from the workplace 

• if it is their own computer then college data is not accessible to anyone else 
i.e. is password protected and all files are deleted when no longer needed 

• virus protection is in place 

• any print-outs are stored and disposed of carefully 

• suitable transport is provided between home and work so that equipment data 
and manual files remain secure whilst in transit. Any loss, unauthorised 
destruction or disclosure of data will be a potential disciplinary offence 

• computer files brought to work from outside the SupaJam Education in Music 
and Media environment are virus checked before loading onto SupaJam 
Education in Music and Media’s computer equipment 
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• no personal files can be taken from the SupaJam Education in Music and 
Media environment without the express permission of the Line Manager. 
Personal data files must not be left unattended at any time except when 
locked in a filing cabinet drawer or similar equipment 

9. Before processing any personal data, all staff should consider the check-list 
below. 

Staff Check List for recording data 

• do you really need to record the information? 

• is the information ‘standard’ or is it ‘sensitive’? 

• if it is ‘sensitive’, do you have the data subject’s express consent? 

• has the student been told that this type of data will be processed? 

• are you authorised to collect/store/process the data? 

• if yes, have you checked with the data subject that the data is accurate? 

• are you sure that the data is secure? 

• if you do not have the data subject’s consent to process, are you satisfied that 
it is in the best interests of the student or the staff member to collect and 
retain the data? 

• have you reported the fact of data collection to the authorised person within 
the required time i.e. the designated Data Controller? 
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Annex 2: Template of Data Access request 
Under the General Data Protection Guidelines (GDPR), individuals have a right to 
request access to the information held on them to ensure that their data is being 
processed accurately. 

Students and their family members for which information is held have the right to 
obtain: 

• confirmation that their data is being processed; 

• access to their personal data; and 

• other supplementary information – this largely corresponds to the information 
that should be provided in a privacy notice 

SupaJam will ensure that its Data Protection Policy is reviewed and updated where 
appropriate on a regular basis, and any privacy notices (what we do with your 
information) is readily available. 

However, if you wish to have access to your information, please complete the 
following IN FULL. SupaJam will provide you with the information in an appropriate 
digital format. This will be provided free of charge. Should you wish to have hard 
copies, SupaJam reserves the right to apply a small fee for any reasonable costs 
associated with mass production of documents (this is usually, but not limited to, 
anything above 50 pages). If you require data to be saved to removable disks (e.g. 
memory sticks), you will have to provide one for yourself. 

(Please Tick)

Name of 
Requestor

Student

Address Family of Student

Employee

Postcode Other (please 
specify below)

Telephone 
number

Email 
address

We need to know who you are requesting the information on. Some information will 
have multiple data subjects and therefore this information may need to be redacted 
(e.g. censored). 
Please specify below who you would like information about. 
(NOTE – if you are the student requesting information about your family, you 
MUST have their consent to request this and they are required to sign below. If you 
are a family member requesting information on a student, the student MUST 
consent to their information to be shared. Failure to provide consent will delay the 
request.) 
All requests will be completed within ONE MONTH of the date of the request.
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If you require additional space, please attach another piece of paper 

 

Name of data 
subject

DOB What information is 
required

Consent – 
signed by 
subject (if 
over 16)

Consent – 
print 

Date
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Freedom of Information Requests: 

If you are making a Freedom of Information Request, please outline below what information you require SPECIFICALLY 
and the nature of its use (NOTE: personal data will not be given to organisations without the explicit consent of the 
data subjects first). 



Annex 3: MODEL CLAUSES 
A- Model Staff Contract Clauses 

1. Data Protection 

i) All staff are required to abide by the College Data Protection Policy, a copy of 
which is included as part of the induction information. 

ii) A failure to follow any of the guidelines in relation to collection, keeping, 
processing or destruction of any personal data whether regarding another staff 
member, student or other third party and whether deliberate or accidental will be 
regarded as potential misconduct and may result in disciplinary proceedings being 
brought. 

iii) Deliberate or negligent misuse of data whether by unlawful disclosure or 
otherwise may be considered gross misconduct and may result in the summary of 
dismissal in the most serious cases. 

2. Consent to Process 

The employee agrees by virtue of this contract to SupaJam Education in Music and 
Media processing such information as may be necessary for the proper 
administration of the employment relationship both during and after employment , 
provided that proper regard is had to such data protection principles as may be in 
force. In particular, the employee consents to the following information being 
processed for the purposes set out below. Any information about: 

• Mental and physical health including dates of absence from work due to 
illness and the reasons for the absence 

• Matters relating to pregnancy and maternity leave 

• Criminal convictions 

• Race or ethnic origin 

DECLARATION: I confirm that I have obtained the above consent legitimately and 
that I am requesting information in line with the principles of the GDPR as is my 
right to do so. I understand that when the data is provided to me, SupaJam is not 
liable for any shortfalls in the security of data and I assume full responsibility for the 
security of the data given to me. I confirm that I have shared this declaration with 
all subjects with whom I have requested information on and they are aware that I 
will be responsible for the data security after it has left SupaJam. I understand that 
SupaJam will continue to look after information held on file and that this request is 
for the information held at this time only. I understand that I must complete a new 
data access request form for any information that is obtained or processed after 
this request date.

Signed 
(requestor):

Date

Print:
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• Professional qualifications 

• Matters of discipline 

• Pensionable pay or contributions 

• Age and years of service 

• Membership of recognised trade unions 

This information may be processed for any of the following reasons: 

• Payment of salary, pension, sickness benefit or other payments due under the 
Contract of Employment 

• Monitoring absence or sickness under an absence controlled or capability 
policy 

• Training and development purposes 

• Management Planning 

• Negotiations with the Trade Union or staff representatives 

• Redundancy and succession planning 

• Curriculum planning and organisation 

• Timetable and organisation 

• Compliance with equal opportunities policy 

• Compliance with the Disability Discrimination Act 

• Carrying out checks through “list 99” or other appropriate mechanisms 

3. Sick Pay 

In order to administer the occupational sick pay and leave scheme, all staff are 
required to provide information about their absences and the reasons for it. In some 
cases, this will be by way of self- certification. Any refusal to provide this information 
and consent to the employer processing it will result in the employer ceasing to pay 
further sick pay until the information is provided and the consent given. The 
employer may, in their discretion, dispense with the need to obtain consent to 
process in some circumstances. 

B- Model Clause for use in recruitment literature  

SupaJam Education in Music and Media collects and keeps information from job 
applicants so that we can send details of future job opportunities to you. We keep 
your name and address and details of your application. If you do not want us to do 
this, please indicate by ticking the box below. 

I do not want you to keep my details on file if I am unsuccessful in my application: [ ] 

(Tick as appropriate) 
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CCTV POLICY STATEMENT 
Prelude: 
The CCTV Policy Statement should be read alongside the Data Protection Policy 
and other policies held within SupaJam. 

1. Owner 
1.1 - SupaJam Education in Music and Media has in place and is further developing 
a CCTV surveillance system, “the system” on the site at Grove Hill Road. Images are 
monitored and recorded centrally and will be used in strict confidence with this 
Policy. The system is owned by SupaJam Education in Music and Media. 

1.2 - Nick Stillwell is responsible for the operation of the system and for ensuring 
compliance with this Policy and the procedures documented in the Procedures 
Manual. He may be contacted as follows: 

Nick Stillwell 

07973 833 935 

nick@semmuk.com 

1.3 - Data Protection Act 2018: 

A CCTV file, if it shows a recognisable person, is personal data and is covered by 
the Data Protection Act. This Policy is associated with the SupaJam Education in 
Music and Media Data Protection Policy, the provisions of which should be adhered 
to at all times. 

2. The system 
2.1 - The system comprises of: fixed position cameras, pan tilt and zoom cameras, 
monitors, multiplexers, recorders (designated record only), recorders (designated 
play-back only), digital recorders, public information signs. 

2.2 - Cameras will be located at strategic points on site, principally at the entrance 
and exit points of sites and buildings. No camera will be hidden from view and all will 
be prevented from focussing on the frontages or rear areas of private 
accommodation. 

2.3 - Although every effort has been made to ensure maximum effectiveness of the 
system, it is not possible to guarantee that the system will detect every incident 
taking place within the area of coverage. 
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3. Purpose of the system 
3.1 - The system has been installed by SupaJam Education in Music and Media with 
the primary purpose of reducing the threat of crime generally, protecting SupaJam 
Education in Music and Media’s premises and helping to ensure the safety of all 
SupaJam Education in Music and Media staff, students and visitors consistent with 
respect for the individuals’ privacy. These purposes will be achieved by monitoring 
the system to: 

• Deter those having criminal intent 

• Assist in the prevention and detection of crime 

• Facilitate the identification, apprehension and prosecution of offenders in 
relation to crime and public order 

• Facilitate the identification of any activities/event which might warrant 
disciplinary proceedings being taken against staff or students and assist in 
providing evidence to Managers and/or to a member of staff or student 
against whom disciplinary or other action is, or is threatened to be taken 

• Facilitate the movement of vehicles on site 

• In the case of security, staff are to provide management information relating to 
employee compliance with contracts of employment 

3.2 - The system will not be used: 

• To provide recorded images for the world-wide-web 

• To record sound other than in accordance with the policy on covert recording 

• For any automated decision taking 

3.3 - Covert recording 

3.3.1 Covert cameras may be used under the following circumstances on the written 
authorisation or request of both Nick Stilwell and David Court; 

• That informing the individual(s) concerned that recording was taking place 
would seriously prejudice the objective of making the recording 

• That there is reasonable cause to suspect that unauthorised or illegal activity 
is taking place or is about to take place 

3.3.2 Any such covert processing will only be carried out for a limited and reasonable 
period of time consistent with the objectives of making the recording and will only 
relate to the specific suspected unauthorised activity 

3.3.3 The decision to adopt covert recording will be fully documented and will set 
how the decision to use covert recording was reached and by whom  
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4. The Communications Centre (or Control Room) 

4.1 Images captured by the system will be monitored by authorised staff only. The 
images will be centrally recorded in the locked Admin Office, twenty-four hours a day 
throughout the whole year. 

4.2 No unauthorised access to the Server will be permitted at any time. Access will 
be strictly limited to the duty controllers, authorised members of the Senior 
Leadership Team, Police Officers and any other person with statutory powers of 
entry.  

5. Sensitive Material 
5.1 - It is recognised that images are sensitive material and subject to the provisions 
of the Data Protection Act 1998; the Estates Manager is responsible for ensuring day 
to day compliance of the Act. All recordings will be handled in strict accordance with 
this policy. 

6. Staff 
6.1 All staff working with access to CCTV will be made aware of the sensitivity of 
handling CCTV images and recordings. The Data Protection Officers will ensure that 
all staff are fully briefed and trained in respect of the functions, operational and 
administrative, arising from the use of CCTV. 

7. Recording 
7.1 Digital recordings are made using hard drive storage. Incidents may be recorded 
in real time. 

7.2 Each recording will be uniquely identified and all activities associated with it will 
be recorded in a Log Book up to and including its final disposal. The Log Book will be 
kept secure and access to it will only be provided to the relevant member of staff. 

7.3 Recordings will normally be retained for twenty-one days from the date of 
recording before being deleted. 

7.4 All hard drives shall remain the property of SupaJam Education in Music and 
Media until disposal and destruction. 

8. Access to Recordings 
8.1 All access to recordings will be recorded in the Recording Access Log Book as 
specified in this Policy. 
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8.2 Access to recordings will be restricted to those staff who require access in 
accordance with the purposes of the system.  

8.3 Access to recordings by third parties: 

8.3.1 Disclosure of recorded material will only be made to third parties in strict 
accordance with the purposes of the system and is limited to the following 
authorities: 

• Law enforcement agencies where images recorded would assist in a criminal 
enquiry and/or the prevention of terrorism and disorder 

• Prosecution agencies 

• Relevant legal representatives 

• The media where the assistance of the general public is required in the 
identification of a victim of crime or the identification of a perpetrator of a 
crime 

• People whose images have been recorded and retained unless disclosure to 
the individual would prejudice criminal enquiries or criminal proceedings 

• Emergency services in connection with the investigation of an accident 

8.4 Access to recordings by a subject 

8.4.1 - CCTV film, if it shows a recognisable person, is personal data and is covered 
by the Data Protection Act. Anyone who believes that they have been filmed by 
CCTV is entitled to ask for a copy of the film, subject to the prohibitions on access 
also covered by the Data Protection Act. They do not have the right of instant 
access; they must abide by the Data Protection procedures. 

8.4.2 - A person whose image has been recorded and retained and who wishes 
access to the recording must apply, in writing, to the Data Protection Officer. Request 
forms are obtainable from the Estates department, during the College hours of 
business, or from the Data Protection Officer at SupaJam Education in Music and 
Media. The request must be accompanied by the fee of £10. 

8.4.3 - The Data Protection Officer will then arrange for a copy of the recording to be 
made and given to the applicant. The applicant must not ask another member of staff 
to show them the film, or ask anyone else for a copy of the film. All communications 
must go through the Data Protection Officer. A response will be provided promptly 
and in any event within 31 days of receiving the required fee and information. 

8.4.4- The Data Protection Act gives the Data Protection Officer the right to refuse a 
request for a copy of the film particularly where such access could prejudice the 
prevention or detection of crime or the apprehension or prosecution of offenders. 

8.4.5 - If it is decided that a data subject access request is not to be complied with, 
the reasons will be fully documented and the data subject informed, whenever 
possible, in writing, stating the reasons. 
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9. Request to prevent processing 
9.1 An individual has the right to request a prevention of processing where this is 
likely to cause substantial and unwarranted damage to that individual. 

9.2 All such requests should be addressed in the first instance to Nick Stilwell, who 
will provide a written response within one month of receiving the request setting out 
their decision on the request. A copy of the request and response will be retained. 

10. Complaints 

10.1 - It is recognised that members of SupaJam Education in Music and Media and 
others may have concerns or complaints about the operation of the system. Any 
complaint should be addressed in the first instance to Nick Stillwell. If having 
exhausted the steps set out and the complaint remains unresolved, the complainant 
may communicate in writing to David Court.  

10.2 - Concerns or enquiries relating to the provisions of the Data Protection Act 
1998 may be addressed to the Data Protection Officer. These rights do not alter the 
existing rights of members of SupaJam Education in Music and Media or others 
under any relevant grievance or disciplinary procedures. 

11. Compliance Monitoring 
11.1 -The contact point for members of SupaJam Education in Music and Media or 
members of the public wishing to enquire about the system will be Nick Stillwell, who 
will be available during working hours. 

11.2 - Upon request, enquirers will be provided with: 

• A summary of this statement of policy 

• An access request form if required or requested 

• A subject access request form if required or requested 

• A copy of the SupaJam Education in Music and Media central complaints 
procedures 

11.3 - All documented procedures will be kept under review and reported to the 
Directors, when necessary 

11.4 - The effectiveness of the system in meeting its purposes will be kept under 
review and reported to the Directors, when necessary 
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Annex 1a: STANDARD REQUEST FORM FOR ACCESS TO 
PERSONAL DATA (STAFF) 
I {insert name} ................................................................. wish to have access to 
CCTV footage. 

I understand that I will have to pay a fee of £10. 

Please complete the following: 

Name {in full} .............................................................................................. 

Job Title / Department .............................................................................. 

Date of Birth .................................................................................. 

Address to which information is to be sent: 

…………………………………………………………………………………………………
………………………………………………………………………………………………….. 

Contact number ................................................................... 

For Office Use Only 

Request for information received on/Information sent to enquirer on  

(date)………………… 

Signed (Designated Data & Protection Officer) ……………………………………
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